Al Literacy & Compliance Training:

An Independent Provider of
Continuing Professional Development

» Navigating the EU Al Act in Legal Practice EB CPD BOARD

* Article 4 Obligations for Lawyers and
Support Staff

Operational Transparency Notice: This educational curriculum, including its
narrative synthesis, has been compiled using compliant, enterprise-grade Al
generative systems under strict human editorial verification, satisfying the
interactive literacy principles outlined in Article 4 of the EU Al Act.



Course Navigation & Learning
Outcomes:

Module 1: The Legal Mandate & Evolution of Article 4

An Independent Provider of
Continuing Professional Development

Module 2: The Core Mechanics of Legal GenAl (LLMs) 83 CPD BOARD

Module 3: Information Security, GDPR, and Privilege
Boundaries

Module 4: Risk Classifications Under the EU Al Act
Framework



Course Navigation & Learning
Outcomes (Cont’d....):

* Module 5: The July 2025 GPAI Code of Practice & EPD EORRD
Governance % An Independent Provider of

Continuing Professional Development

* Module 6: The July 2026 Al Omnibus Simplifications

* Module 7: Firm Enforcement, Risk Mapping, and
Action Checklists



Module 1
— The Legal Enforcement of Article 4

Effective Date: 2 February 2025

= I } CPD BOARD

. . . An Independent Provider of
Target Group: All "Deployers"—including law firms Continuing Pofessional Development
and legal departments

Statutory Mandate: Documented, active literacy
matching employee roles and system impacts

Regulatory Stance: Passive policies are insufficient;
active operational understanding is required.



Module 2
— Article 4 & Definition of “Al Literacy”

Article 4:

“Providers and deployers of Al systems shall take 83 gﬁgpggf PI:)\/Diderof
measures to ensure, to their best extent, a sufficient e~
level of Al literacy of their staff and other persons
dealing with the operation and use of Al systems on
their behalf, taking into account their technical
knowledge, experience, education and training and the
context the Al systems are to be used in, and considering
the persons or groups of persons on whom the Al
systems are to be used.”



Module 2 (Cont’d....)
— Article 4 & Definition of “Al Literacy”

“Al Literacy” - Article 3(56):
83 CPD BOARD
An Independent Provider of
“skills, knowledge and understanding that allow e~
providers, deployers and affected persons, taking into
account their respective rights and obligations in the
context of this Regulation, to make an informed
deployment of Al systems, as well as to gain awareness
about the opportunities and risks of Al and possible
harm it can cause.”



Module 2 (Cont’d....)
— An "Appropriate Level of Understanding"?

* Matching Technical Literacy to Operational

An Independent Provider of
Continuing Professional Development

* Not Computer Science: The law does not require you to
write code or understand advanced math

* Role-Based Competency: Your required literacy scales
directly with how much you rely on the system

* Administrative Support Staff: Must know which tools use Al,
recognize data privacy boundaries (GDPR), and avoid public
data leakage.



Module 2 (Cont’d....)
— An "Appropriate Level of Understanding"?

* Matching Technical Literacy to Operational

An Independent Provider of
Continuing Professional Development

* Practicing Lawyers & Partners: Must recognize system
limitations (hallucinations), manage vendor contracts, and
maintain ultimate legal accountability

* Principle: The greater the reliance on the tool, the higher the
duty to understand its boundaries.



Module 2 (Cont'd....)
— Structural Architecture of LLMs

* The Technology: Generative Pre-trained CPD BOARD
Transformers and Neural Networks = I = D e

Continuing Professional Development

* Operational Reality: Next-token probability
vectors, not logic processors

* The Illlusion: Fluent semantic prose hiding zero
factual understanding



Module 2 (Cont’d....)
— Fatal Technical Flaws in Legal Operations

* Fabrication Vectors: Why and how models invent CPD BOARD
precedents (Hallucinations) o b, Wil

Continuing Professional Development

* Context Window Constraints: The threat of data
degradation in long contract reviews

* Automation Bias: The psychological tendency to
trust machine outputs blindly



Module 3
— Client Privacy, GDPR, and Privilege Barriers

* Data Accumulation: Public vs. Closed-loop CPD BOARD
enterprlse Systems An Independent Provider of

Continuing Professional Development

* The GDPR Collision: From Confidential Inputs to
Public Outputs

* Waiver Realities: Client privilege cannot be
compromised by third-party terms of service



Module 4
— Classification Hierarchies of the EU Al Act

* Prohibited Systems: Absolute bans on behavioural CPD BOARD
manipulation, profiling, and dark patterns oo Al

Continuing Professional Development

* High-Risk Infrastructure: Critical assessments,
recruitment, and judicial tools

* Limited & Minimal Risk: Standard legal drafting,
search, and document summarization



Module 5
— The July 2025 GPAI Code of Practice

* Regulatory Origin: European Commission Al Office CPD BOARD
pUbIIShlng An Independent Provider of

Continuing Professional Development

e Legal Weight: \Voluntary compliance path
establishing a presumption of conformity

e Core Pillars: Model transparency, systemic risk
audits, and technical documentation standards



Module 6
— The July 2026 Al Omnibus (Regulation 2026/1744)

* Implementation Date: 27 July 2026

83 CPD BOARD

.. An Independent Provider of

* The Purpose: Regulatory streamlining, cross-border Continuing Professional Development
friction removal, and SME support

* The Extensions: Timeline shifts for High-Risk
categories (2027/2028)

* The Fixed Realities: Immediate Article 4 Literacy and
structural prohibitions remain uncompromised



Module 7
— The Core Pillars of Legal Due Diligence

* Data Cordoning: Ensuring absolute isolation of CPD BOARD
prompt enVIrOI’\mentS An Independent Provider of

Continuing Professional Development

» System Auditability: Building verifiable trails from
output back to source

e Continuous Human Oversight: Rigid verification
protocols prior to external execution



Case Analysis A
— The Unverified Precedent Failure

e Scenario: Relying on automated case briefs for CPD BOARD
appe”ate f|||ngs An Independent Provider of

Continuing Professional Development

* The Failure Mode: Cross-referencing non-existent
case laws

* The Consequence: Sanctions, reputational damage,
and malpractice liability exposure



Case Analysis B
— The Leaked Corporate Transaction

e Scenario: Using consumer Al to summarize a CPD BOARD
confidential acquisition document o b, Wil

Continuing Professional Development

* The Failure Mode: Data absorption into an open
public model

* The Consequence: Insider trading risks, GDPR
fines, and loss of client trust



Case Analysis C
— The Automated E-Disclosure Failure

e The Workflow: Deploying unvetted Al semantic
sorting tools to isolate privileged attorney-client
documents across 40,000 pages of unindexed 83

CPD BOARD

An Independent Provider of
Continuing Professional Development

discovery data

* The Operational Deficit: Zero manual sampling,
testing, or human validation conducted on the
output buckets prior to external delivery

* The System Failure: The model miscategorised 300
highly sensitive executive liability emails as "non-
privileged" due to a lack of standard email
signatures



Case Analysis C (Contd....)
— The Automated E-Disclosure Failure

* The Legal Consequence: Court ruled an

inadvertent waiver of privilege had occurred; CPD BOARD
requested claw-back denied. Significant exposure An Independent Provider of

. . . Continuing Professional Development
to professional negligence claims

* Core Practical Takeaway:

Al is a semantic locator, not a final legal
filter. Never execute production outputs
without human validation



Case Analysis D
— The Automated Translation Misalignment

* The Workflow: Utilizing an unvetted browser Al
extension to translate a crucial, technical German
statutory annex for an urgent multi-million-euro
supply chain agreement 83

CPD BOARD

An Independent Provider of
Continuing Professional Development

* The Operational Deficit: Bypassing certified legal
translation services in favour of an unvetted,
unmonitored consumer translation tool

* The System Failure: Due to a context-window
nuance, the Al translated a specialised statutory
limitation clause into English text that shifted the
legal burden from "fault-based" to "strict liability"



Case Analysis D (Contd....)
— The Automated Translation Misalignment

* The Legal Consequence: The agreement was
executed with the error intact. Subsequent

logistics failure exposed the firm's client to
unlimited structural liability 83 CPD BOARD

An Independent Provider of
Continuing Professional Development

* The Professional Outcome: Major malpractice
lawsuit filed directly against the law firm

e Core Practical Takeaway:
Al models understand syntax, not
jurisdictional nuance. Cross-border
statutory terminology demands
mandatory human validation



Summary of Actionable Mandatory
Office Protocols

 Inventory Alignment: Strict adherence to the Firm
Approved Al Tool Registry

CPD BOARD
e The 'Verify Before Action’ Rule - Compulsory €t ot bt
source auditability checking for all text generation:

* Treat all Al outputs as unverified drafts

* Check every cross-reference, verify every case
citation, and manually audit the syntax of every
contract clause generated



Summary of Actionable Mandatory
Office Protocols (Cont’d....)

* Strict Vendor Verification:

Rigorous vendor contract screening for all software CPD BOARD
procurement, i.e. your management team will ég,:;}?,3';’:9”‘;fgf‘eigg,v,i‘jfg‘;fve,opmem
continuously:

 vet suppliers to confirm they provide concrete
contractual protections, clear data isolation
policies, and adhere to European transparency
mandates



Summary of Actionable Mandatory
Office Protocols (Cont’d....)

* Mandatory Documentation:

 Document completion logs of this Article 4 83 ﬁﬁnggfpﬁze,of
training module

Continuing Professional Development

» Keep a brief record of the Al tools utilized
during all client-matter development for
auditable defence trail your firm requires
under professional due diligence standard rules



Appendix 1:
Sample Vendor Vetting Questionnaire

Vetting Question Expected Compliant Answer

Does your tool or underlying foundation model Yes. The provider should confirm adherence to provide
officially adhere to the July 2025 GPAI Code of a presumption of conformity under EU Al Office

Practice? standards. CPD BOARD

An Independent Provider of
Data must remain within the EEA (European Economic Continuing Professional Development
Area), and inputs must be strictly excluded from
model training.

Where is our data hosted, and are our inputs used to
train your models?

How does your software address transparency The tool should provide clear indicators or watermarks
obligations for generative text? distinguishing Al-generated content from human text.

The provider must explicitly state if their tool falls
under Limited/Minimal Risk or if it triggers High-Risk
parameters.

Can you provide a clear framework detailing the risk
classification of your tool under the EU Al Act?

The system must allow users to easily review, trace,
correct, or override automated summaries and
outputs.

What mechanism does the software provide to allow
for human oversight and auditability?




Appendix 2:
Sample Staff Compliance Quiz

. CPD BOARD
Name: _
An Independent Provider of
Continuing Professional Development

Date:

Score: / 10 (Passing score: 8/10)

1. Under Article 4 of the EU Al Act, who holds the legal responsibility to ensure staff
Al literacy?

A) The software vendor who sells the tool.

B) The individual employee using the tool.

C) The law firm deploying the tool within its business



Appendix 2:
Sample Staff Compliance Quiz (Cont’d...

CPD BOARD

An Independent Provider of
Continuing Professional Development

2. When did the legal obligation for mandatory employee Al literacy become %
applicable under EU law?

A) 27 July 2026.
B) 2 February 2025.
C) It will not come into force until 2028



Appendix 2:
Sample Staff Compliance Quiz (Cont’d...

3. What is an Al "hallucination"? % CPD BOARD
An Independent Provider of

Continuing Professional Development
A) A system crash caused by uploading too many large documents.
B) When an Al model generates highly realistic but completely fabricated
information, such as fake case names or non-existent citations.
C) An encrypted security protocol used to mask client personal data.



Appendix 2:
Sample Staff Compliance Quiz (Cont’d...

4.1s a law firm permitted to use Al systems that engage in subliminal % CPD BOARD

An Independent Provider of
behavioural manipulation or exploit structural vulnerabilities? Continuing Professional Development
A) Yes, provided the client signs a comprehensive liability waiver.

B) No, these are classified as Unacceptable Risks and are subject to a strict
statutory ban.
C) Yes, but only for internal administrative and scheduling workflows



Appendix 2:
Sample Staff Compliance Quiz (Cont’d...

5. What did the Digital Omnibus on Al (Regulation 2026/1744) change for % gﬁnggfpﬁgemf
small and medium-sized law practices? Continuing Professional Development

A) It removed the requirement to train staff on Al literacy.

B) It delayed all compliance dates and prohibited categories until 2030.

C) It slashed heavy administrative documentation overhead while keeping
basic literacy and bans strictly in force



Appendix 2:
Sample Staff Compliance Quiz (Cont’d...

CPD BOARD

An Independent Provider of
Continuing Professional Development

6. What does "an appropriate level of understanding" under Article 4 mean %
for daily law firm operations?

A) Every lawyer and secretary must learn how to write code and build
neural networks.

B) Your required technical literacy scales directly with how much you rely
on the Al system to perform your specific job.

C) Merely reading the software's terms of service once a year



Appendix 2:
Sample Staff Compliance Quiz (Cont’d...

CPD BOARD

An Independent Provider of
Continuing Professional Development

7. If you use an unvetted Al semantic tool to automate an e-disclosure/ %
discovery review of 40,000 pages without human sampling audits, what is
the primary risk?

A) The tool will breach copyright law by reading the documents.

B) The tool may fail to flag privileged data due to format or signature
nuances, resulting in an inadvertent waiver of client privilege that the
court may refuse to claw back.

C) The system will automatically delete the original source files from the
server



Appendix 2:
Sample Staff Compliance Quiz (Cont’d...

CPD BOARD

An Independent Provider of
Continuing Professional Development

8. Why is it dangerous to rely entirely on an unvetted browser Al extension %
to translate cross-border statutory text or contracts (such as a German
legal annex)?

A) Al models understand syntax but can miss highly specialized
jurisdictional terminology, completely altering liability burdens
(e.g., shifting fault-based to strict liability).

B) European courts completely ban the submission of any document that
has been translated by a machine.

C) The extension will automatically leak the data to competing law firms in
the same region



Appendix 2:
Sample Staff Compliance Quiz (Cont’d...

9. What does the principle of "Human Oversight" mean in daily legal % CPD BOARD
An Independent Provider of
workflows? Continuing Professional Development

A) Allowing an enterprise Al tool to draft and send routine
correspondence directly to clients to save time.

B) A mandatory manual review and validation of all Al outputs by a
gualified professional before any file leaves the office.

C) Checking the Al tool's output registry only if a client files a formal
complaint



Appendix 2:
Sample Staff Compliance Quiz (Cont’d...

10. If you copy sensitive client data into a free, pullic consumer Al tool, % CPD BOARD

An Independent Provider of
what is the prima ry risk? Continuing Professional Development
A) Your input could be integrated into the provider's public training
database, breaching confidentiality, professional privilege, and the
GDPR.

B) The software will fail to format the text into proper paragraphs.

C) The tool will immediately notify the data protection commissioner of
your entry



Vetting Question

1. Under Article 4 of the EU Al Act, who holds the legal responsibility to ensure staff Al literacy?
A) The software vendor who sells the tool.
B) The individual employee using the tool.
) The law firm deploying the tool within its business.

2. When did the legal obligation for mandatory employee Al literacy become applicable under EU law?
A) 27 July 2026.
B) 2 February 2025.
€)1t will not come into force until 2028.

3. What is an Al "hallucination"?
A) A system crash caused by uploading too many large documents.
B) When an Al model generates highly realistic but completely fabricated information, such as fake case names or non-|
existent citations.
) An encrypted security protocol used to mask client personal data.

4.15 alaw firm permitted to use Al systems that engage in subliminal behavioural manipulation or exploit structural vulnerabilities?
A) Yes, provided the client signs a comprehensive liability waiver.
B) No, these are classified as Unacceptable Risks and are subject to a strict statutory ban.
€) Yes, but only for internal administrative and scheduling workflows.

5. What did the Digital Omnibus on Al (Regulation 2026/1744) change for small and medium-sized law practices?
A) It removed the requirementto train staff on Al literacy.
B) It delayed all compliance dates and prohibited categories until 2030.
€) It slashed heavy administrative documentation overhead while keeping basic literacy and bans strictly in force.

6. What does "an appropriate level of understanding” under Article 4 mean for daily law firm operations? c I D B OA R D

A) Every lawyer and secretary must learn how to write code and build neural networks.
B) Your required technical literacy scales directly with how much you rely on the Al system to perform your specific

T S An Independent Provider of
Continuing Professional Development

7. If you use an unvetted Al semantic tool to automate an e-disclosure/discovery review of 40,000 pages without human sampling
audits, what is the primary risk?
A) The tool will breach copyrightlaw by reading the documents.
B) The tool may fail to flag privileged data due to format o signature nuances, resulting in an inadvertent waiver of
client privilege that the court may refuse to claw back.
€) The system will automatically delete the original source files from the server.

8. Why is it dangerous to rely entirely on an unvetted browser Al extension to translate cross-border statutory text or contracts (such as
a German legal annex)?
A) Al models understand syntax but can miss highly specialized jurisdictional terminology, completely altering liability
burdens (e.g., shifting fault-based to strict liability).
B) European courts completely ban the submission of any document that has been translated by a mac}
) The extension will automatically leak the data to competing law firms in the same region.

9. What does the principle of "Human Oversight" mean in daily legal workflows?
A) Allowing an enterprise Al tool to draft and send routine correspondence directly to clients to save time.
B) A mandatory manual review and validation of all Al outputs by a qualified professional before any file leaves the

ice.
) Checking the Al tool's output registry only if a client files a formal complaint.

10. If you copy sensitive client data into a free, public consumer Al tool, what is the primary risk?
A) Your input could be integrated into the provider's public training database, breaching confide: /, professional
privilege, and the GDPR.
B) The software will fail to format the text into proper paragraphs.
C) The tool will immediately notify the data protection commissioner of your entry.




Appendix 3:
Sample Regulatory & Insurer
Compliance Cover Letter Template

[LAW FIRM / COMPANY LETTERHEAD] % CPD BOARD
An Independent Provider of
Continuing Professional Development
Date:

To: [Name of Professional Indemnity Insurer / Regulatory Authority / Compliance

Auditor]
Reference: Compliance re Article 4 Al Literacy Mandate



Appendix 3:
Sample Regulatory & Insurer
Compliance Cover Letter Template .....

Date: To Whom It May Concern, % CPD BOARD
An Independent Provider of

Continuing Professional Development
This letter serves as formal declaration and verifiable documentation that we
[Insert Law Firm Name] have successfully implemented and fulfilled the mandatory
Al Literacy requirements enacted under Article 4 of the European Union Artificial
Intelligence Act (Regulation (EU) 2024/1689), as aligned with the simplifying
updates of the Digital Omnibus on Al (Regulation (EU) 2026/1744).



Appendix 3:
Sample Regulatory & Insurer
Compliance Cover Letter Template .....

CPD BOARD

An Independent Provider of
Continuing Professional Development

As a "deployer" of Al systems operating within the legal sector, our firm has %
established an active, role-specific educational training programme rather

than relying on passive policy disclosures. On [Insert Completion Date], all

practicing solicitors, partners, and legal support staff completed a comprehensive,
1-hour internal training module detailing:



Appendix 3:
Sample Regulatory & Insurer
Compliance Cover Letter Template .....

1. The underlying mechanics, token prediction behaviours, and structural % CPD BOARD

. . . ] An Independent Provider of
flaws (including hallucination vectors) of Large Language Models (LLMs); Continuing Professional Development
2. The specific intersection of generative Al with GDPR compliance, client
confidentiality, and data sovereignty boundaries;

3. The four-tier risk classification architecture under EU law, focusing specifically on
prohibited legal tech applications and vendor alignment with the July 2025 General
Purpose Al (GPAI) Code of Practice;

4. Firm-mandated protocols for absolute human oversight, data cordoning, and
source document auditability.



Appendix 3:
Sample Regulatory & Insurer
Compliance Cover Letter Template .....

. . : : P AR
To maintain a comprehensive compliance trail, all personnel have completed % CPD BO D
. . . ] ) . An Independent Provider of
and passed a verified 10-question technical competency examination. Signed Continuing Professional Development
examination papers, alongside our internal "Approved Al Tool Registry," are
securely maintained within our firm's risk management archives for regulatory
compliance inspection.

Should your office require copies of our internal training syllabus, test samples, or
software screening records, please do not hesitate to contact our designated
Compliance Officer for Legal Practice.



Appendix 3:
Sample Regulatory & Insurer
Compliance Cover Letter Template

CPD BOARD
) An Independent Provider of
Yours sincere Iy, Continuing Professional Development

[Name of Principal / Compliance Partner]
[Title, e.g., Head of Risk & Compliance /
Principal / Compliance Partner]




[LAW FIRM / COMPANY LETTERHEAD]
Date:

To: [Name of Professional Indemnity Insurer / Regulatory Authority / Compliance Auditor]
Reference: Compliance re Article 4 Al Literacy Mandate

To Whom It May Concern,

This letter serves as formal declaration and verifiable documentation that we [Insert Law Firm Name] have successfully implemented
and fulfilled the mandatory Al Literacy requirements enacted under Article 4 of the European Union Artificial Intelligence Act
(Regulation (EU) 2024/1689), as aligned with the simplifying updates of the Digital Omnibus on Al (Regulation (EU) 2026/1744).

As a "deployer" of Al systems operating within the legal sector, our firm has established an active, role-specific educational training
programme rather than relying on passive policy disclosures. On [Insert Completion Date], all practicing solicitors, partners, and legal
support staff completed a comprehensive, 1-hour internal t g module detailing:

1. The underlying mechanics, token prediction behaviours, and structural flaws (including hallucination vectors) of Large Language
Models (LLMs)

2. The specific intersection of generative Al with GDPR compliance, client confidentiality, and data sovereignty boundaries.

3. The four-tier risk classification architecture under EU law, focusing specifically on prohibited legal tech applications and vendor
alignment with the July 2025 General Purpose Al (GPAI) Code of Practice.

4. Firm-mandated protocols for absolute human oversight, data cordoning, and source document auditability.

To maintain a comprehensive compliance trail, all personnel have completed and passed a verified 10-question technical competency
examination. Signed examination papers, alongside our internal "Approved Al Tool Registry," are securely maintained within our firm's
risk management archives for regulatory compliance inspection.

Should your office require copies of our internal training syllabus, test samples, or software screening records, please do not hesitate
to contact our designated Compliance Officer for Legal Practice.

Yours sincerely,
[Name of Principal / Compliance Partner]

[Title, e.g., Head of Risk & Compliance /
Principal / Compliance Partner]

CPD BOARD

An Independent Provider of
Continuing Professional Development



Appendix 4: Training Resources

* This Training Syllabus: download from https://cpdboard.ie/materials/

* Answers to Sample Staff Quiz Questions above : I = CPD BOARD

An Independent Provider of
Continuing Professional Development
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Appendix 5: Course Takeaways

* 'Where is the documented proof that this specific employee was trained
to understand the risks of that system?’

CPD BOARD
* Article 4 Al Literacy obligations of each individual staff member AuindepenaentFroviserol

Continuing Professional Development

» Verified 10-question technical competency examination



Appendix 5: Course Takeaways (Cont’d..)

* Everyone Understands:

their own specific daily operational responsibilities, égr:;ﬁi?:g”gfgf:;;ﬁjfngvelopmem
e their own exact Article 4 Al Literacy obligations
* whatis, & who maintains, the relevant Firm-Approved Al Tool
Registry and keeps it up to date
* this mandatory workforce training on Article 4 Al Literacy obligations
* must maintain an active, documented record of everyone’s training
on understanding the risks of the technology your office deploys, and
* how to recognise tool mechanics, navigate risks & biases, and
implement human oversight.
* Compliance File for Article 4 obligations Under the EU Al Act —a
living file

* the office Al-systems' capabilities and limitations matching : I } CPD BOARD



Appendix 5: Course Takeaways (Cont’d..)

* Everyone Understands:

* neither this training session, nor any single standalone CPD BOARD
training session, constitutes an exclusive, exhaustive, or An Indepenclent Provider of

) o ) o ] Continuing Professional Development
comprehensive, definitive, final training course on Article 4 Al
Literacy obligations

* your office’s compliance file:

* jsakin to, for example, any Health & Safety Assessment—it’s a
living file

* must be similarly assessed and updated accordingly



Appendix 5: Course Takeaways (Cont’d..)

* Everyone Understands:

* this training course is just a guide and one of your chosen CPD BOARD
tools to ensure your office’s ongoing compliance with your % égr:;‘i‘r’f‘f:g”gfgf:;g;jfngvelopmem
ongoing Article 4 obligations Under the EU Al Act going forward

* must take active measures to ensure that all personnel involved in
operating, prompting, or relying on Al systems possess an
appropriate level of Al literacy, a practical, hands-on competency
tailored precisely to their role within your firm



CPD BOARD
An Independent Provider of
Continuing Professional Development

Thank you ©
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